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SLA Lead: 6 DPRK: Possible breaches of UN sanctions
s22(1}{a) (i)

What is Australia doing about the possible breaches of UN sanctions by
Australian companies seeking to undertake mining operations in the DPRK?

Australia takes its international legal obligations to implement United Nations
sanctions on the DPRK seriously.

DFAT made two referrals to the Australian Federal Police in 2015 {one in March

and one in August) regarding possible breaches of DPRK sanctions by Austraiian

companies associated with a sub-licence to conduct mining operations in the
DPRK

- any questions about these investigations should be referred to the AFP.
s22(1)(@)(i)

The Australian companies mentioned in the ABC story, s47E(d)

announced publicly in late 2014 that they would not be pursumg
activities associated with the DPRK mining sub-licence.
Sanctions offences are punishable by substantial fines and, for individuals, up to
10 years imprisonment.

s22(1)(a) i)
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Background

On 7 April 2016, the ABC ran a story suggesting breaches of UN sanctions by two
Ausiralian companies,s47E(d)

given their involvement in mining activities in the DPRK. $22(1)(@){H)
s22(1)(a) i

s47E(d}, 33(a)(iii)

s47E(d) DFAT referred S47E o the AFP on 27 March 2015 for
possible breaches of Australian sanctions laws, s47E(d)

A further company, s47E({d)
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s22(1Ha)i)

was referred to the AFP on 27 August 2015 for possible
breaches of Australian sanctions laws.

Both $47E(d) publicly renounced their DPRK operations in late 2014.
s22(1)(a)(ii)

Division: Legal Division

Prepared by: Cleared by Branch/Division Head:

s22(1)(@)({) SAN Section

Emil Stojanovski, A/g AS TSB

Phone xs22(1)(a)(i

Phone x 2922

Version 4, 18/05/2017
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1. DPRXK sanctions issues
s22(1) (@) {ii)

s22(1)a)(ii)
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DFAT made two referrals to the Australian Federal Police in 2015
(one in March and one in August) regarding possible breaches of
DPRK sanctions by Australian companies associated with a sub-
licence to conduct mining operations in the DPRK

—  any questions about these investigations should be referred

to the AFP,
s22(1)(a)(ii)

The Australian companies mentioned in the ABC story, s47E(d)
s47E(d) announced publicly in late
2014 that they would not be pursuing activities associated with
the DPRK mining sub-licence,

s22(1)(@)(iM)

2.4(A) DPRK Sanctions Summary Page 4 of 7
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Background

On 7 April 2016, the ABC ran a story suggesting breaches of UN
sanctions by two Australian companies, s47E(d)

given their involvement in mining
activities in the DPREK. s22(1)(a)(i)
$22(1)(a) (i)

s47E(d), 33(@)(i)

S47E(d)  DFAT referred s47E(dto the AFP on 27

March 2015 for possible breaches of Australian sanctions laws.
S4TE(d)

A further company, s47E(d)
was referred to the AFP on
27 August 2015 for possible breaches of Australian sanctions laws.

Both s47E(d) publicly renounced their DPRK operations in late
2014.

$22(1)(a) (i)

2.4(A) DPRK Sanctions Summary Page 6 of 7
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s22(1)(a)(i}
Division: Legal Division
Prepared by: Cleared by Branch/Division Head:
s22()(@)() SAN Section Emil Stojanovski, A/g AS TSB
Phone $22(1)(a)(i) Phone x 2922
Version 4, 18/05/2017 Version 4, 18/05/2017
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Sanctions Enforcement and Prosecutions

Talking Points
$22(1)(@) (i

DFAT referrals to AFP regarding mining licences in North Korea

DFAT can confirm that it has received advice from the AFP regarding two
referrals that it made to the AFP in 2015.

DFAT is unable to comment on the outcomes of these kinds of investigations.

Enquiries regarding AFP investigations should be directed to the AFP.
s22(1)(a) (i)
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Background

DPRK
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ReFH-OFH Gt E b

s22(1)(a){i)

ABC reports on potential breaches of UN sanctions by Australian mining companies
On 7 April 2016, the ABC ran a story suggesting breaches of UN sanctions by two

Australian companies, $47E(d)

related to their involvement in mining activities in the DPRK. s22(1)@)()
$22(1)(a)(i)

For backeround only:

DFAT referred /50 the AFP in March 2015 for possible breaches of Australian
sanctions laws. s47E(d), 33(a)(ii)

DFAT also referred a further company, $47E(d)

to the AFP on 27 August 20185 for possible breaches
of Australian sanctions laws.

The AFP advised in October 2017 that it had finalised’ its investigation into the
referrals and that ‘the outcome of the AFP’s investigation has not afforded
sufficiency of evidence to support the commencement of proceedings’. The AFP
has also advised that it would need to re-evaluate the matters if additional
evidence becomes available to DFAT,

s22(1)a)(i)
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FOROFFICIAC USE ONLY
$22(1)a) (i)
Division: Legal Division
Prepared by: Cleared by:
SAN

[Justin Whyatt, AS TSB]

Ext: s22(1)(2) (i)

Ext: 2622

Date: 28/02/18

Date: 28/2/18
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Additional Estimates: 11 February 2016 D-1 DPRK

DPRXK - Possible breaches of UN sanctions

s22(1)(a)(ii)

What is Australia doing about the possible breaches of UN sanctions by
Aunstralian companies seeking to undertake mining operations in the DPRK?

Australia takes its international legal obligations to implement United Nations
sanctions on the DPRK seriously

DFAT made two referrals to the Ausitralian Federal Police in 2015 {one in March

and one in August)] regarding possible breaches of DPRK sanctions by Australian

companies associated with a sub-licence to conduct mining operations in the

DPRK

- while these matters are investigated it would not be appropriate for me to
comment further

- although ncedless to say, DFAT will continue to support the AFP with its
criminal investigations.

s22(1)(a) (i)

The Australian companies mentioned in the ABC story, s47E(d)

s47E(d) announced publicly in late 2014 that they would not be pursuing
activities associated with the DPRK mining sub-licence

s22(1)(a) i)

s22(1)(a)i)

Last Saved: 14/3/2018 11:17 AM Pagelof4
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Additional Estimates: 11 February 2016 D-1 DPRK

s22(1)(a)(ii)

Background

On 7 April 2016, the ABC ran a story suggesting breaches of UN sanctions by two
Australian companies, S47E(d) given
their involvement in mining activities in the DPRK. $22(1)(a)(i)

$22(1)(@) (i)

SATE(d), 33(a)(ii)

Last Saved: 14/3/2018 11:17 AM Page 2 of 4
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Additional Estimates: 11 February 2016 D-1 DPRK

s47E(d), 33(a)(iii)

S47E(d) DFAT referred®'®®to the AFP on 27 March 2015 for
possible breaches of Australian sanctions laws. S47E{d), 33(a){ii)

A further company,s47E(d)
was referred to the AFP on 27 August 2015 for possible
breaches of Australian sanctions laws.

Both s47E(d) publicly renounced their DPRK operations following DFAT’s
involvement in their affairs in late 2014.
s22(1){(a)(i)

Last Saved: 14/3/2018 11:17 AM Page3 of 4



DFAT DECLASSJFIED
COPY ISSUED UNDER FOIACT 1982

Additional Estimates: 11 February 2016

D-1 DPRK

Prepared by: Cleared by:

s22(1)(a) (i) Justine Braithwaite, AS TSB
SAN

Phone: s22(1)(@)(i, Phone: %3121

Date: 27 April 2016 Date: 29 April 2016
Consultation: NAD

Last Saved: 14/3/2018 11:17 AM

Papedof 4



22

DFAT DECLASSIFIED
COPY ISSUED UNDER FOIACT 1982

2(C) DPRK - Possible breaches of UN sanctions

s22(1)(a)in

What is Australia doing about the possible breaches of UN sanctions by
Australian companies seeking to undertake mining operations in the DPRK?

s22(1)(a) i)

DFAT made two referrals to the Australian Federal Police in 2015 (one in March

and one in August) regarding possible breaches of DPRK sanctions by Australian

companies associated with a sub-licence to conduct mining operations in the

DPRK

- while these maitters are investigated it would not be appropriate for me to
comment further

- although needless to say, DFAT will continue to support the AFP with its
criminal investigations.

L s22(1)(a)(i)

The Australian companies mentioned in the ABC story, S47E(d) and
s47E(d) announced publicly in late 2014 that they would not be pursuing

activities associated with the DPRK mining sub-licence
s22(1) @iy

£22(1)(a) (i)

Pagelofa
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Background

On 7 April 2016, the ABC ran a story suggesting breaches of UN sanctions by two
Australian companies,347E(d
given their involvement in mining activities in the DPRK. SZZ(1){@)1)

s22(1)(a) (i)

S47E(d), 33(a) (i)

s47E(d) DFAT referred $47E(to the AFP on 27 March 2015 for
possible breaches of Australian sanctions laws. $47E(d), 33(a)(iil)

A further company,s47E(d) . .
was referred to the AFP onn 27 August 2015 for possible
breaches of Australian sanctions laws.

Boths47E(d) publicly renounced their DPRK operations following DFAT’s
involvement in their affairs in late 2014.
522(1)(a)(i)

Page3ofq
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s22(1){a)(ii)
Division: Legal Division
Prepared by: Cleared by Branch/Division Head:
s22(1)(a)(ii) SAN Section Justine Braithwaite, AS TSB
Version 1, 04/10/2016

Page 4 of 4
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Thanks for your email.

s47E(d)

If you have any queries, please let me know.

Best wishes,
s22(1)(a)(ii)

Assistant Director, Legal
Department of Foreign Affairs and Trade

Sanctions Section (SAN) E | s22{1)(a)(ii)

Sanctions, Treaties and Transnational Crime Tj

Legal Branch (TSR} .

Legal Division (LGD) W | www.dfat.gov.aufsanctions

This email and any attachments may contain confidential information or legal advice over which legal professional privilege can
be claimed. Such privilege is not woived and you should ensure that, in your handling of the advice, you avoid waiving privilege.
Please consult the author of this advice if unsure about appropriate handling,

From:s22(1)(a)(i)
Sent: Friday, 15 Aprit 2016 2:45 PM
To: s22(1)}{(a)(i

Subject: s47E(d) B e i e s e e s m R
Bl S S
s47E(d)
Regards

$22(1)¢a){ii)

$22(1)(@)(ii)
HEAD OFFICE INVESTIGATIONS
CANBERRA OFFICE
Tels22(11(a)(iD

.afp.qov.
RUSTIALAN FEDERALFOUIGE | il afp.qov.au
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s22(1)a){ii)
From: \ s22(1)(a) i)
Sent: /W Tuesday, 13 March 2018 9:40 AM
To: g J ‘} s22(1){a)ii)
Subject: 4A7E(d) potential breach of Charter of
the United Nations (Sanctions — Democratic People’s Republic of Korea)
Regulations 2008 [SEEwteiraSHHPreATERT=SENGI T IVELEGAL]
LR e ST
=—oiNCEASSHEE—

From: s22(1)(a)(i)) )

Sent: Thursday, 27 August 2015 2:38 PM

To: 'AQCC-Client-Liaison' <AQCC-Client-Liaison@afp.gov.au>

Subject:47E(d) potential breach of Charter of the United Nations (Sanctions -
Democratic People’s Republic of Korea} Regulations 2008 [SECSUNCLASSITED CAV EA Rt rhi Sl {ivi-Fert]

Dear colleagues,

Please find attached a referral from DFAT for a potential breach of the Charter of the United Nations [Sanctions —
Democratic People’s Republic of Korea) Regulations 2008 by 47E(d)

If you have any questions, please don’t hesitate to contact us.
N -

. %_ﬁ |

47E(d) Australian Federal DOC040.PDF
Police refe...

Kind regards,
822(1)(@) (i)

Assistzint Director, Legal
Department of Foreign Affairs and Trade

Sanctions Section (SAN) g | 522(1)(@)(i)

Sanctions, Treaties and Transnational Crime T|

Legal Branch (TSB)

Legal Division {LGD) W | www.dfat.gov.zu/sanctions

This email and any attachments may cantain confidential information or legal advice over which legal professional privilege con
be claimed., Such privilege is not waived and you should ensure that, in your handling of the odvice, you avoid waiving privilege.
Please consult the guthor of this advice if unsure about appropriate handling.
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AUSTRALIAN FEBERAL POLIGE

23 Qctober 2017

s22(1)(a)ii)

Assistant Director, Legal

Department of Foreign Affairs and Trade
R G Casey Building

John McEwen Crescent

Barton ACT 0221

Dears22(1)(a)(i)

| refer to your predecessor $22{1)(@)(ii) correspondence to the Australian Federal
Police (AFP) dated 27 March and 20 August 2015 regarding allegations of breaches of United
Nations sanctions by Australian companies 47E(d)

respectively. As you are aware, these matters were evaluated and subsequently
referred to AFP Head Office Investigations for investigation.

The AFP has undertzken a thorough investigation of these matters, however, on this occasion
the outcome of the AFP’s investigation has not afforded sufficiency of evidence to support the
commencement of proceedings against any person or body corporate for a contravention of
section 27 of the Charter of the United Nations Act 1945.

All reasonable avenues of enquiry have now been exhausted and the investigations have been
finalised. Should evidence become available to the Department of Foreign Affairs and Trade,
the AFP would be pleased to re-evaluate these matters.

Should you wish to discuss this matter further you can contact me on telephone $22(1)(a
s22(1)(@) (1) or email s22(1)(a)(ii)

Thank you for referring these matters to the AFP.

Yours sincerely

[3

s22(1)(@) (i)

OR A SAFER AUSTRALIA

Detective Superintendent
Coordinator Head Office Investigations

b
i

w0 Crime Operations

=

L

-

O

fal CRIME OPERATIONS Austratian Federal Police ABN 17 864 §31 143
GPO Box 401 Canberra City ACT2601 | Telephone:S22{1H@)(H)  §  £mait:522(1)(a)()

afp.gov.au
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CRIME OPERATIONS

DFAT DECLASSIFIED
COPY ISSUED UNDER FOI ACT 1982

GPO Box 401 Canberra City ACT 2601

www.afp.gov.au
ABN 17 BGA 537 143

Qur Ref: 5777730/5850714
i ‘March 2017

s22(1)(a)(ii)
Assistant Director, Legal
Department of Foreign Affairs and Trade
R G Casey Building
John McEwen Crescent
Barton ACT 0221

s22(1)(a)(ii)

Dear

I refer to your predecessor S22(1(@)i) correspondence to the Australian
Federal Police (AFP) dated 27 March and 20 August 2015 regardina alleaations of
breaches of United Nations sanctions by Australian company47E@

47E(d) As you are aware, these matters were evaluated and
subsequently referred to AFP Head Office Investigations for investigation.

The AFP has undertaken a thorough investigation of these matters, however, on this
occasion the outcome of the AFP’s investigation has not afforded sufficiency of
evidence to support the commencement of proceedings against any person or body

corporate for a contravention of section 27 of the Charter of the United Nations Act
1945,

All reasonable avenues of enquiry have now been exhausted and the investigations
have been finalised. Should further evidence become available to DFAT, the ‘AFP would
" be pleased to re-evaluate thesé matters.

Should vou wish to discuss this matter further vou can contact me on telephone s22(1)(a
s22(N@END  or email s22(1)(a)(i)

Yours sincerely

s22(1)(a) i)

Detective Superintendent
Coordinator Head Office Investigations
Crime Operations
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REFERRAL TO THE AFP
‘AFP

" asmumesmaeoe: TO!  The Coordinator
Operations Monitoring Centre
Australian Federal Police

Refer to the AFP Website for location details
(http:/iwww. afp. gov. aufcontact. aspx)

Investigation {part A) V] Search Warrant Assistance {part A&C)

Proceeds of Crime {part A&B) Forensic Assistance (part ARD)

Pre Referral Advice

PART A - REQUEST FOR INVESTIGATION
Refer {o the AFP Website for information relating to referring matters to the AFP.
{htip:ivww.afp.gov.au/what-we-dofreferrals.aspx)

Referring Agency: DEAT

'Agency Reference Number | S47E(d)
f Operation Name:

Referring Officer/ Name: s22(1}(@)(ii)
Case Officer Contact: Telephone; $22(1)(@))

Address: R G Casey Bullding

John McEwen Crescent
Barton ACT 0221

Email: sanctions@dfat.gov.au
Date of Referral: 27 March 2015

S47E@) |



s47E(d) 3
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s

s47E(d)

Approved by: 522(1)(2)()
Director Sanctions

Date: 27 March 2015

34

DFAT DECLASSIFIED
COPY ISSUED UNDER FOIACT 1982



DFAT DECLASSIFIED .. |
COPY ISSUED UNDERFOI ACT 1982

22, REFERRAL TO THE AFP
¢ AFP

" msmasnreeemroce 1G):  The Coordinator
Operations Monitoring Centre
Australian Federal Police

Refer to the AFP Website for location details
(http:/www, afp.gov. au/contact. aspx)

Investigation (part A) V] Search Warrant Assistance (part A&C)

Proceeds of Crime (part AZR) Forensic Assistance (part A&D)

Pre Referral Advice

PART A~ REQUEST FOR INVESTIGATION
Refer to the AFP Website for information relating to referring matiers to the AFP.
(htto./fveww. afp.qov.au/what-we-dofreferrals. aspx)

Referring Agency: DFAT

Agency Reference S47E(d)

Number / Operation

Name:

Referring Officer/ Name: s22(1){a) (i)
Case Officer Contact: Telephone:SQQ(T)(a)(ii)

Address: R G Casey Building

John McEwen Crescent
Barton ACT 0221

Email: sanctions@dfat.gov.au

Date of Referral: 20 August 2015

s47E(d)
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Approved by:s22(1)(@)i)
Director Sanctions

Date: 27 August 2015
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s22(1)(a) i)
i
From: s22(1)(a)(i)
Sent; Wednesday, 25 October 2017 11:52 AM
To: s22(1) (&)
Ce:
Subject: RE: Sanctions Matters - DPRK [l idehammiiiatai=ltroesrmy |
Attachments: Letter of finalisation.pdf

Good afternoon $22(1){@)(i)

Pleasefind attached letter regarding the finalisation of both sanctions matters pertaining toS47E@)

Regards
s22(1){a)(i))

HEAD OFFICE INVESTIGATIONS
CANBERRA OFFICE
Telg22(1)(a)(ii}

www. afp.gov.au

POLICING FOR
A SAFER AUSTRALIA

$22(1)(a) (i)
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From: s22(1)(a){ii)
Sent: Tuesday, 8 August 2017 3:67 PM
To: s22(1)(a)(i)
Cc:
Subject: AFP InvestigationS22(1)(@)() MzEar-Qfficial-lsaaOnld
PP IRTI |

Good afternocon s22(1)(@)(i)

t refer to the matters DFAT referred to the Australian Fedearal Police (AFP), dated 27 March 2015 and 20 August
2015, regarding allegations of breaches of United Nations sanctions by Australian company $47E(d)

As you are aware on 9 March 2017, the AFP advised DFAT that the matters were finalised. | note that a request to
re-consider the finalisation of these matters was sought by DFAT on 10 March 2017, s47E(d)
The AFP agreed to thisS47E(d)

47E(d), 33(a) (i)

Should you wish to discuss further, | can be contacted on the details below.

Regards,

$22(1) (&) (i)

COORDINATOR HEAD OFFICE INVESTIGATIONS
CRIME OPERATIONS

Tels22(1)(a)(ii) Meb s22(1)(a)(ii)

POLICING FOR
A SAFER AUSTRALIA

For-Official-Use-Only
1
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WARNING

This email message and any attached files may contain information
that is confidential and subject of legal privilege intended only for
use by the individeal or entity to whom they are addressed. If you
are not the intended recipient or the person responsible for
delivering the message te the intended recipient be advised that you
have received this message in error and that any use, copying,
circulation, forwarding, printing or publication of this message or
attached files is strictly forbidden, as is the disclosure of the
information contained therein. If you have received this message in
erroxr, please notify the sender immediately and delete it from your
inbox.

AFP Web site: htto:;//www.afp.gov.au
LR X S SRR E AR R R R XS E R R EEEE A R E R R E R R R R L RS R R EAE R R R R R L EEFEE L RS
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s22(1)(a)d)

From: s22{H(a) (i)

Sent: Friday, 19 March 2017 3:35 PM

Teo: s22(1)(a)(i) Braithwaite, Justine

Subject: FW: URGENT:47E(d) _

A7E(d) [ Bt =ForSHieai-se=cnly]

“Eop-LSoialllsc.nly

From:S22(1)(a){ii)

Sent: Fridav, 10 March 2017 3:21 PM
To: $22(1)(a)(ii}

Cc: . o ) ) o
s22(1)(a)(ii)

Subject:47E(d) o T
QfficialilceOnhy

Afterncon s22(1)(a)([)
ATE()

Regards,
s22(1){(a)(iD)

s22(1)(@)(ih
COORDINATOR - HEAD OFFICE INVESTIGATIONS
CRIME OPERATIONS .
i Tel 522(1)a)i) Mob -s22{1)}{a)(il)
§ www.afp.qov.au
I

AESTHAUAR FEDERAL POLKE
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B L R R T L L R R T R S
WARNING

This email message and any attached files may contain information
that is confidential and subject of legal privilege intended only for
use by the individual or entity to whom they are addressed. If you
are not the intended recipient or the person responsible for
delivering the message to the intended recipient be advised that you
have recelived this message in error and that any use, copying,
circulation, forwarding, printing or publication of this message or
attached files is strictly forbidden, as is the disclosure of the
information contained therein. If you have received this message in
error, please notify the sender immediately and delete it from vyour
inbox.

AFP Web site: hittp://www.aip.gov.au

LR R R RS SRR R R R R R R AL A AR A S R LR S AR R R RS
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$22(1)(@) (i)

From:S22(1)a)(i)

Sent: Tuesday, 31 January 2017 1:40 PM

To:e22(1)(=a)(i)

Ce:

Subject: RE: DPRK sanctions matters et Eiadohies]

OSSR

Good afternoon$22(1)(@)(i)
s47EL{d), 33(a){ii)

Regards,
$22(1)(a) ii)

i s22(1)(a)(i)

HEAD OFFICE INVESTIGATIONS
CANBERRA OFFICE .
Tel 522(1)(a)(ii) Ext S22(1)(a)(iD)
www.alp.qov.au

" AUSTRALIAY FERSRAL POUCE

Uil
From: S22(1)(@){#H)
Sent: Friday, 13 January 2017 1:03 PM
To: s22(1){a)(i)
Cc: . .
Subject: DPRK sanctions matters [6&azNCLAGSIEIER]
U rblertill

Good afternoon s 22(1)(a))
s47E(d)
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Kind regards
s22(1)(a) il

s22(1)(a) (i)

HEAD OFFICE INVESTIGATIONS

i CANBERRA OFFICE
Tel s22(1)(a)(i) Ext 522(1)(a)(
www.afp.gov.ay

" BUSTRALIAX TECERAL FOUCE

s R T T E T Y
WARRNING

This email message and any attached files may contain information
that is confidential and subject of legal privilege intended only for
use by the individual or entity to whom they are addressed. If you
are not the intended recipient or the person responsible for
delivering the message to the intended recipient be advised that ycu
have received this message in error and that any use, copying,
circulation, forwarding, printing or publication of this message cx
attached files is strictly forbidden, as is the disclosure of the
information conteained therein. If you have received this message in
error, please notify the sender immediztely and delefe it from your
inbox.

AFP Web site: htip://www.afp.gov.au
R R AR R R R R R EE I R R RS R R R LA R R R R R R RN A EE LSRR R SRR ]

R 2 L Ty e 2 Y T E R P LR L 2
WARNING

This emzil message and any attached files may contain information
that is confidential and subject of legal privilege intended conly for

3



51

use by the individual or entity to whom they are addressed. If you
are not the intended recipient or the person responsible for
delivering the message to the intended recipient be advised that you
have received this message in errcr and that any use, copying,
circulation, forwarding, printing or publication of this message or
attached files is strictly forbidden, as is the disclosure of the
information contained therein. If you have received this message in
error, please notify the sender immediately znd delete it from your
inpox. .

AFP Web site: hitp://www.afp.gov.au

Fhhkdkkhdhhkhhddohkhhhdhhhthobodrdhdbddbdhhh bt rdhhkdhd bbb r b bk Fhdh kb rdrdr ko

DFAT DECLASSIFIED
COPY ISSUED UNDER FOIACT 1982
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DFAT DECLASSIFIED

s22(1)(a) i) - COPY ISSUED UNDER FOI ACT 1982
From: ) s22(1){=)(i)
Sent: Friday, 13 January 2017 1:03 PM
To: s22(1)(a)(i)
Cec: . .
Subject: DPRK sanctions matiers [Semidiimtdatstze)]

Good afternoons22(1) @)
s47E(d), 33(a)(ii), 42

Kind regards

s22(1)(a) (i)

s22(1){a)(ii)

HEAD OFFICE INVESTIGATIONS
CANBERRA OFFICE

Tel s22(1) (a) i)
www.afp.gov.ay

7 PUSTRALAN TECERAL POLICE

WARNING

This email message and any attached files may contain information
that is confidential and subject of legal privilege intended only for
use by the individual or sntity to whom they are addressed. If you

1



53
are not the intended recipient or the person responsible for
delivering the message te the intended recipient be advised that you
have received this message in errcor and that any use, copving,
circulation, forwarding, printing or publication of this message or
attached files is strictly forbidden, as is the disclosure of the
information contained therein. If you have received this message in

error, please notify the sender immediately and delete it £rom your
inbox.

AFP Web site: http://www.afp.gov.au

L R R R g R RSN I gy

DFAT DECLASSIFIED
COPY IGSUED UNDER FOIACT 1982




) 522.(1 Ha()

DFAT DECLASSIFIER,
COPY ISSUED UNDER FOIACT 1982

s22(1)(a)(ii)
From: ) . _
Sent: Thursday, 1 September 2016 2:48 PM
To: s22(1)(a)(i)
Subject: 47E(d) [ Bt Gt N S SH D)
(SECSPROTECTED DAL= S0nokdimmmen!]

Good mornings22(1){a}i)
s22{1)@) i)

s47E(d), 42



DFAT DECLASSIFIED
S47E(d) ) COPY ISSUED UNDER FOIACT 1982




DFAT DECLASSIFIED o
COPY ISSUED UNDER FOIACT 1982
s47E(d)

Kind regards

$22(1)(a) i)

Bn s22(1)(a)(ii)
HEAD OFFICE INVESTIGATIONS
| CANBERRA OFFICE
l Tels22(1)(aXi}
www.afp.aov.au

" AUSTRALAN TCOERAL FOUCE |

R

PRQIECIED Sencifive-legal

From: 522(1 )(a) (!E) -

Sent; Wednesday, 31 August 2016 3:41 PM

To:s22(1){a)(ii)

Cc:

Subject:47E(q) ’ [ ettt = S e A S SRR SO DROTELTED,

PROFEETED
s22(1)(a)(ii)

Thanks for taking the time to meet last week.

s47E({d)

Kind regards,

s22(1)(a) i)



DFAT DECLASSIFIED |
COPY ISSUED UNDER FOTACT 1982

Director | Sanctions Section

Legal Division

Department of Foreign Affairs and Trade
Phone s22(1)(a) (i)

This email and any attachments moy contain confidential information or legal advice over which legal professional privilege can
be claimed. Such privilege is not waived ond you should ensure that, in your handling of the advice, you ovoid waiving
privilege. Please consult the author of the advice if unsure about appropriate handling.

From:$22(1)(a) (i}

Sent: Thursday, 11 August 2016 11:34 AM
Torsz22(1){(a)(i)

Cc:

Subject:s47E(d)

RROLELFRD.
Soncitiveonal

s22(1){a)i)



DFAT DECLASSIFIED
s22(1)(a)(ii) COPY ISSUED UNRQER FOILACT 1982

From: s22(1)(a)(ii) )

Sent: Wednesday, 13 July 2016 1:56 PM

To:s22(1)a)(i)

Cc:

subject: cavE@y - ' PRLhmEapsithreteTal] [SEL= UNLLASSITIED] [SEC=PRUTECTED ™

PREOFECEED
Seasitiredbagal

His22(1)(a){i)

Thanks for your email.



DFAT DECLASSIFIED
s47E(d), 33(a) (i), 42 COPY ISSUED UMBER FOIACT 1982

Best wishes,

s22(1)(a)(il)

Assistant Director, Legal
Department of Foreign Affairs and Trade

Sanctions Section (SAN) E} s22(1)(a) (i)

Sanctions, Treatles and Transnational Crime T]

Legal Branch (TSB)

Legal Division (LGD) W | www.dfat.gov.au/sanctions

This email and any attachments may contain confidential information or legal advice over which legal professional privilege can
be cloimed, Such privilege is not waived and you should ensure that, in your handling of the advice, you avoid waiving privilege.
Please consult the author of this advice if unsure ebout appropriate handling.

From'522(1)(a)(il) e e
Sent: Tuesday, 12 July 2016 11: 05 AM

To:s22(1){a)(i)

Subject: 547E(d) [ DlMSensitivel agall [SECSIINCE ASSIELEDL

His22(1)(a)(i)
s47E(d)

s22(1)(a) i)

$22(1){a)(in
, HEAD OFFICE INVESTIGATIONS
i CANBERRA OFFICE
L Tel -s22(1)(@)(iD)
| www.afp.qov.au

AUSTRAUAR FEDERALFOUCE

RCLASSIEIED
From: s22(1)(a)(i)
Sent: Tuesday, 12 July 2016 10:29 AM
Ta: s22(1)(a) ()
Cc:
Subject: s47E(d) [ DidwSenaitiverteyiifSECutiEARSIPIRE]

UNCLASSIFIED
His22(1)(a)(ii}

Thanks for your email.



DFAT DECLASSIFIED

Kind regards,
s22(1)(a)(ii)

Assistant Director, Legal
Department of Foreign Affairs and Trade

Sanctions Section {SAN) E] s22(1)(@)(i)

Sanctions, Treaties and Transnational Crime T|

Legal Branch {TSB)

Legal Division {LGD) W | www.dfat.pov.au/sanctions

This email ond any attachments may contein confidentiol information or legal advice over which legal professional privilege can

be claimed. Such privilege is not waived and you should ensure that, in vour handling of the advice, you avoid waiving privilege.
Please consult the author of this advice if unsure about appropriate handling.

s22(13(a){i)



DFAT DECLASSIFIED

s22(1)(@)) COPY ISSUED UNBER FOI ACT 1982



s22(1)(a)(i) 62

DFAT DECLASSIFIED |
COPY ISSUED UNDER FOIACT 1982




DFAT DECLABSIFIED

éZZ(‘é)(a)(ii) COPY ISSUED UNDER FOIACT 1982

10



$22(1) (&) (i)
64

DFAT DECLASSIFIED
COPY ISSUED UNDER FOLACT 1982

Froms: s22(1)(@) (i)

Sent: Friday, 15 April 2016 2:16 PM

To: 's22(1){a)i)

ccl

Subject:s47E(d) [DLMuSensiivabesal]
11
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SA7E() DFAT DECLASSIFIED
COPY ISSUED UNDER FOIACT 1982

Best wishes,
s22(1)(a) (i)

Assistant Director, Legal
Department of Foreign Affairs and Trade

Sanctions Section {SAN} E }s22(1){a){i)
Sanctions, Treaties and Transnational Crime Tl
tegal Branch (TSR}

Legal Division {LGD) W | www.dfat.gov.au/sanctions

This emai] and any ottachments may contain confidential information or legal advice over which fegal professional privilege can
be claimed. Such privilege is not waived and you should ensure that, in your handling of the advice, you avaid waiving privilege.
Please consult the author of this advice if unsure about appropriate handling.

$22(1)(a)(i)

12



2@ - DFAT DECLASEFIED
COPY ISSUED UNDER FOIACT 1982

13



- DFAT DECLASSIFIBD
$22(1)(a)(i) ' COPY ISSUED UNDER FOIACT 1882

me322(1)(a)(u) e
Sent: Tuesday, 22 March 2016 2:18 PM

To:s22(1)(a)()
Subject: s47E(d) [BEC=UNCIASSHIED]

Good afternoon s22(1)(a)ii)
s47E{d)

14
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DFAT DECLASSIFIED

Kind regards COPY ISSUED UNDER FOIACT 1982

522(1)(a) i)

. HEAD OFFICE INVESTIGATIONS
{ CANBERRA OFFICE

i s22(1)(a)(i)

! www.afp.qov.au

LISTRA IAK FEDERAL FOUGT

WARNING

This email message and any attached files may contaln infcrmation
that is confidential and subject of legal privilege intended only for
use by the individual or entity te whom they are addressed. If you
are not the intended recipient or the person responsible for
delivering the message to the intended recipient be advised that you
have received this message in error and that any use, copying,
circulation, forwarding, printing or publication of this message or
attached files is strictly forbidden, as is the disclosure of the
information contained therein. If you have received this message in
error, please notify the sender immediately and delete it from your
inbox.

AFP Web site: htip://www.afp.gov.au

O R e E R L L E Er  r ar s o R B T I S N A

S FE S FER PR LR R ER SRR ERE R R R R R R R R RIS R EEEE R EEE R RS RS ]

WARNING

This email mwessage and any &liached files may contain information
that is confidential and subject of legal privilege intended only for
use by the individual or entity to whom they are addressed. If you
are not the intended recipient or the person responsible for
delivering the message to the intended recipient be advised that you
have received this message in errcor and that any use, copying,
circulation, forwarding, printing or publication of this message or
attached files is strictly forbidden, as is the disclosure of the
information contained therein. If vyou have received this message in
error, please notify the sender immediately and delete it from your
inbox.

AFP Web site: http://www.afp.gov.au

R R IR R R R R R A SR AR L R R E R RS SRR AR RS R EE LR SRR EEREEEEEREEN]

Khkbkkhrkddtrrrhbddhtbdbbdbtdbhbrdrtrdddddbdbdadobdletdrrddhdtdaedbrrdrrddbrrtritt s

WARNING

This email message and any attached files may contain information
that is confidentisal and subject of legal privilege intended only for
use by the individual or entity to whom they are addressed. if you
are not the intended recipient or the person respensible for

15



DFAT DECLASSIFIERy

22(1)(a)(ii COPY ISSUED UNDER FOIACT 1882
From: s22(1)(a)(i)
Sent: Wednesday, 1 April 2015 1.27 PM
To: 'AOCC-Client-Liaison’
Subject: RE: DFAT referral s47E(d) breach of Australian sanction laws

Many thankss22(1)(@)(i)
Kind regards,

s22(1){a){i)

Assistant Director, Legal
Department of Foreign Affairs and Trade

Sanctions Section (SAN) E | s22(1){a)ii}

Sanctions, Treaties and Transnational Crime T

Legal Branch {T5B)

Legal Division (LGD) W | www.dfat.gov.au/sanctions

This email ond any attachments may contain confidential information or legal advice over which legal professional privitege can
be claimed. Such privifege is not waived and you should ensure that, in your handling of the advice, you oveid waiving privilege.
Please consult the author of this advice if unsure obout appropriate handling.

From: AOCC-Client-Liaison [mailto: AOCC-Client-Liaison@afp.gov.au]
Sent: Wednesday, 1 April 2015 12:06 PM

Tozs22(1){a)(i) ,

Ce: AQOCC-Client-Liaison

Subject: RE: DFAT referral 47E(d) breach of Australian sanction laws [SEC=NGHASSHEHER,
CAVEAT=SENSTTTVEILEGAL] ISECUNCLASSIFIEDL.

—LMCIASSIEIED)
Dears22(1)(a)(i)
Please be advised this referral is currently under evaluation by our Special References team.
We will be In contact once the evaluation is completed.
Kind regards,

1322(1 Ha)()

522(1)(@)(ii)
FEDERAL AGENT
OPERATIONS SUPPORT
i s22(1)(a)(i)
www.afp.qov.ay

" uSTRALLAY FEDERAL FOUCE

From:522(1)(2)()
Sent: Friday, 27 March 2015 1:24 PM
To: ACCC-Client-Lialson



DFAT DECLASSIFIED |
COPY ISSUED UNDERFOIACT 1982

Subject: DFAT referral -S47E({d) breach of Australian sanction laws [ShEeldbicteipipyy:
GAMEAT=GRNSHIVE:| ECOL]

Dea r colleagues,

Please find attached a DFAT referral in respect of a suspected breach of Australian sanctions laws for the attention
of the AFP Special Referrals team.

Please feel free to contact us if you have any guestions.

Yours sincerely,
s22(1)(a) (i)

Assistant Director, Legal
Department of Foreign Affairs and Trade

Sanctions Section (SAN) |E522 A)(a) i)

Sanctions, Treaties and Transnational Crime Legal T
Branch (TSB)

Legal Division {(LGD) W | www.dfat.gov.au/sanctions

This email and any atfachments may contain confidential information or legal advice over which legal professional privilege can
be claimed. Such privilege is not waived and you should ensure that, in your handiing of the advice, vou avoid waiving privilege,
Please consult the outhor of this advice if unsure about appropriate handling.

Sk ook ok ook b dok ettt dok ek dofolof ok dokdee e ook dokok kb bl dok bk ok e de sk e sk ko ks ok ok

WARNING

This email message and any attached files may contain information
that is confidential and subject of legal privilege intended only for
use by the individual or entity to whom they are addressed. If you
are not the intended recipient or the person responsible for
delivering the message to the intended recipient be advised that you
have received this message in error and that any use, copying,
circulation, forwarding, printing or publication of this message or
attached files is strictly forbidden, as is the disclosure of the
information contained therein. If you have received this message in
error, please notify the sender immediately and delete it from your
inbox.

AFP Web site: http://www.afp.gov.au

sk e o ke e o ofe sfe e ob o st sk ok stk e ol sl ool sfe e e shesde sl e e ofe ol o sl ok sl ok e sfe el sk o ek ke A e sl sl ke e s ok e sk sk ek sl ok e stk



DFAT DECLASSIFIED!T |
COPY [SSUED UNDER FOIACT 1982

s22(1)(a)(ii)
From: s22(1)(a)(1)
Sent: Thursday, 27 August 2015 3:28 PM
To: '‘AOCC-Client-Liaison'
Subject: RE: Referral - s47E(d) potential breach of Charter of the

United Nations {Sanctions — Democratic People’s Republic of Korea) Regulations

2008 [SEC=UNGCLASSIEIED CAVEA TS SENGITIVE CEALL LSt b GO a5

Many thanks $22(1)(2) ()

Kind regards,
s22(1)a) (i)

Assistant Director, Legal
Department of Foreign Affairs and Trade

Sanctions Section {SAN) E | 822(1)(@) (i)

Sanctions, Treaties and Transnational Crime T]

Legal Branch {TSB)

Legal Division (LGD) W | www.dfat.gov.au/sanctions

This email and any ottachments may contain confidentiol information or fegol advice over which legol professional privilege con
be claimed. Such privilege is not waived and you should ensure that, in your handling of the advice, you avoid waiving privilege.
Please consult the author of this advice if unsure about appropriote handling.

From:s22(1)(a)(i) On Behalf Of AOCC-Client-Liaison

Sent: Thursday, 27 August 2015 3:24 PM

Ta:s22(1)(@) (i)

Subject: RE: Referral -s47E(d) potential breach of Charter of the United Nations
{Sanctions — Democratic People’s Republic of Korea) Regulations 2008 [SEe=LINMCLASSIETED,

Gt ey L SR G MO A SSI BT E D

NS SHAHE B ——
Good afternoon s22(1)(a)(ii)
Reference is made to your referral dated 27 August 2015 to the Australian Federal Police (AFP),
Please be advised this matter has been forwarded to the appropriate area for evaluation. A member of
the AFP will be in contact with you as soon as possible to advise the best course of action in relation to
this matter. -

Regards,

s22(1)(a)(ii)

s22(1)(a)(ii)
AJTEAM LEADER, AOCC CLIENT LIAISON TEAM
| OPERATIONS SUPPORT
| Tet 822(1)(2)(ii)
% www.afp.gov.ay

AUFTRALIAN TEBIRAL FOLICE



DFAT DECLASSIFIED |
COPY ISSUED UNDER70! ACT 1982

F",dm:SZZ(‘I)(a)(ii) - -
Sent: Thursday, 27 August 2015 2:38 PM
To: AQCC-Client-Liaison ‘
Subject: Referral s47FE(d) . potential breach of Charter of the United Nations (Sanctions —
Democratic People’s Republic of Korea) Regulations 2008 [ShcaiitaioiakabmadEAT= SEMCSTTI f-leEhidat

Dear colleagues,

Please find attached a referral from DFAT for a potential breach of the Charter of the United Nations (Sanctions -
Democratic People’s Republic of Korea) Regulations 2008 by S47E(d)

If you have any questions, please don’t hesitate to contact us.
Kind regards,
s22(1)(a)(i)

Assistant Director, Legal
Department of Foreign Affairs and Trade

. . E
Sanctions Section (SAN) | s22(1)(@) )
Sanctions, Treaties and Transnational Crime Legal T
Branch (TSB)
Legal Division (LGD) W | www.dfat.cov.gufsanctions

This emaif and eny attachments may contain confidential information or legal advice over which legal professional privifege can
be claimed. Such privilege is not waived and you should ensure that, in your handling of the advice, you avoid waiving privilege.
Please consult the author of this advice if unsure about appropriate handling.

s s o s ofe s ofe st ofe e hesfole st o afe oo s ofe sl st e sl b s e s oo e sk e e e ke ke ofe o el ol ode kot ook ek o sk sk b ok ok B kol Rk ok

WARNING

This email message and any attached files may contain information
that is confidential and subject of legal privilege intended only for
use by the individual or entity to whom they are addressed. If you
are not the intended recipient or the person responsible for
delivering the message to the intended recipient be advised that you
have received this message in error and that any use, copying,
circulation, forwarding, printing or publication of this message or
attached files is strictly forbidden, as is the disclosure of the
information contained therein. If you have received this message in
error, please notify the sender immediately and delete it from your
inbox.

AFP Web site: http.//www.afp.gcov.au
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Department of Foreign Affairs and Trade

Minute
Fileno: 15/19788

DFAT - DECLASSIFIED -

COPY ISSUED UNDER FOIACT 1982 Date: 19 February 2016
TO. Justine Braithwaite, Assistant Secretary Sanctions Treaties and Transnational

: Crime Legal Branch

Through. s22(D@am Director Sanctions
FM. s22(1) (@) Assistant Director Sanctions

POTENTIAL SANCTIONS BREACHES BY AUSTRALIAN COMPANIES INVOLVED IN
ACTIVITIES IN THE DEMOCRATIC PEOPLE’S REPUBLIC OF KOREA)

$22(1) (@)

2. DFAT Sanctions Section (SAN) became aware of the activities of the companies and people
raised in the ABC 7.30 Report for almost two years and took remedial action shortly after
becoming aware of the issue. Attachment A summarises the background and compliance actions
taken by SAN in relation to this issue, noting that this is the largest and most complex sanctions
compliance issue undertaken by SAN. The successful impact of DFAT’s assessment and
treatment of the activities is outlined below.

SATE(d), 33(a) (i)

3. sATE(d), 33(a)(ii)

4. SATE(). 33@)Gi)




DFAT - DECLASSIFIED
GOPY ISSUED UNDER FOIACT 1982

s4YE(d). 33(a)(ji}

5. s47E(d) DFAT’s assessment of the
situation resulted in the referral of two companies to the AFP for criminal investigation of
suspected breaches of Australian sanction laws. s47E(d)

s47E(d)
6. S47E(d)
ﬁ two
Australian companies, s47E(d) publicly

announced that they would not be continuing with their DPRK. mining activities. s47E(d)

7. sATE(d), 33(a)(i)

had

$33(a) (i), 47E(d)

Recommendation

10. For the above reasons, I recornmend that sign and date your decision
you: : '

(a) note the actions taken by DFAT in noted / please discuss
relation to the suspected breaches of
Aanustralian sanctions law and the effects
of DFAT’s actions.

Katrina Cooper
Senior legal Advisor

- bt S
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